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1. INTRODUCTION
Lumaverse Technologies, LLC and its affiliates (referred to here as “Lumaverse,” the
“Company,” “we,” “us,” or “our”) are dedicated to protecting your privacy and safeguarding
your personally identifiable information. This Privacy Policy describes how we collect, use and
share information about you that we obtain through your use of Lumaverse (collectively
referred to as the “Products & Services,” or “Services”).
By using our Services, you are accepting and consenting to the practices described in this
Privacy Policy (including as changed from time to time). If, for any reason, you do not agree to
the terms of this Privacy Policy, please stop using our Products & Services immediately.
2. INFORMATION WE COLLECT
2.1. Summary of Information We Collect, Where It Comes From, Why We Collect It, and Who
We Share It With
We collect certain information to help us operate and provide our Services. If you do not wish
to provide us with the following information, please delete your account or send us an email to
support@lumaverse.com and do not use our Products & Services in any way. Below is a
summary of the categories of personal information we collect, where we get it from, why we
collect it, and with whom we may share it:
Category of
Personal
Information

Source of
Information

Purpose for Collection

Categories of Recipients

Contact
information, such
as your full name,
email address,
phone number,
employer name,
position, and social
media usernames

From you,
including
when you
sign up for
a demo,
apply for a
job and
otherwise
provide
your
contact
information
to us
through our
Product &
Services.

To fulfill your requests for
services and information; to
improve our website’s
functionality; to improve our
services; to communicate with
you; to provide you with
information about products and
services that might interest you;
and for internal business
analysis or other business
purposes

Lumaverse; certain
authorized third party
vendors who help us
provide specialized services
(such as customer support,
email and text message
deployment, business
analytics, marketing, and
payment and data
processing)

Login information,
such as password
and password

From you

To enable you to access the Site

This information is not
shared outside Lumaverse

reminder questions
and answers
Information you
upload through our
Service, including
contact lists, files
and other materials
containing Personal
Information.

Payment
information, such
as card type, card
issuer, credit or
debit card number,
expiration date,
CVV code, billing
address, bank
account number,
and other bank
account details

Information you
provide about a
third party: if you
send someone else
a communication
from the Site, we
may collect
information such as
that person's
name, telephone
number, email,
and/or address
Legal information,
such as contact
information, fraud
checks or flags
raised about your
transactions, the
payment card you
want to use,

From you, if
you register
for an
account
with us

To improve our website’s
functionality; to improve our
services; to communicate with
you; to provide you with
information about products and
services that might interest you;
and for internal business
analysis or other business
purposes

From you, if
you register
for an
account
with us

To complete a transaction or
fulfill a service; to check that the
right person is using the right
card or account; to meet the
requirements of the card brands
or account issuers; and to make
sure we are paid for what you
buy

Lumaverse; certain
authorized third party
vendors who help us
provide specialized services
(such as customer support,
email and text message
deployment, business
analytics, marketing, and
payment and data
processing)
Our card processor stores
all credit card information.
They conduct the credit
card transactions using
commercially reasonable
security precautions,
controls, policies, and
procedures, consistent with
generally accepted data
processing standards in the
financial services industry.
We only store a record that
the transaction took place
and the amount you
donated in connection with
your account information.

From you

To communicate with the person
at the address which you have
requested

Lumaverse; certain
authorized third party
vendors who help us
provide specialized services
(such as customer support,
email and text message
deployment, business
analytics, marketing, and
payment and data
processing)

From you,
the police,
crime and
fraud
prevention
agencies,
payment
card

To protect you, other customers
and our business against
criminal activities and risks; to
make sure we understand and
can meet our legal obligations to
you and others and can defend
ourselves

Lumaverse; our service
providers who help us with
fraud protection and credit
risk reduction; law
enforcement and other
governmental authorities in
accordance with applicable
law

payment card
refusals, suspected
crimes, complaints,
claims and
accidents

Third party social
media information:
when you choose
to interact with us
or log in via social
media platforms
(such as Facebook,
Twitter, and
LinkedIn) we may
automatically
collect information
such as your profile
picture, contact list,
education, work
history, events,
relationship status,
likes, gender,
location, URL,
biography, or any
additional image or
information. We
may also collect
your
communications
with us through the
third party social
media platforms.
Communications
with you, such as
emails you send us,
feedback forms
you fill out, and
phone calls, chats,
or other
communications
with you (we will
inform you at the
start of video and

providers,
the public,
regulators,
your and
our
professional
advisors
and
representati
ves

Lumaverse; certain
authorized third party
vendors who help us
provide specialized services
(such as customer support,
email and text message
deployment, business
analytics, marketing, and
payment and data
processing)

From you

To authenticate your identity and
link your social media profile
information to your Lumaverse
account

From you

Lumaverse; certain
authorized third party
vendors who help us
To handle your requests and to
provide specialized services
contact you when necessary or
(such as customer support,
requested, including responding
email and text message
to your questions and comments
deployment, business
and providing customer support
analytics, marketing, and
payment and data
processing)

phone calls that the
call is recorded)
Information
automatically
collected from you
when you register
with us, including
the content of your
e- mail messages,
your contacts, and
entries in any
calendars
associated with
your e-mail
account.
Device information,
including log files,
MAC address, IP
address, browser
type and version,
time zone setting,
browser plug-in
types and versions,
operating system
and platform,
device type, and
device identifiers
Information
automatically
collected from your
browser, such as
your browser type,
viewed webpages,
links that are
clicked, IP address,
mobile device
identifier or other
unique identifier,
sites or apps
visited before
coming to our Site,
the amount of time
you spend viewing
or using the Site,
the number of

From you;
from our
website or
app
technology’
s interaction
with your
browser or
devices
when you
choose to
connect
your e-mail
account
with our
system
From you
and from
our website
or app
technology’
s interaction
with your
browser or
devices

From you
and from
our website
technology’
s interaction
with your
browser or
devices and
cookies
tracking the
pages you
visit

To provide our Services; to offer
you additional services; to
enable us to provide you with
our Services; and to fulfill the
purpose for which you provide
the information

Lumaverse; certain
authorized third party
vendors who help us
provide specialized services
(such as customer support,
email and text message
deployment, business
analytics, marketing, and
payment and data
processing)

To improve our Site, services,
customer service, and user
experience

Lumaverse; certain
authorized third party
vendors who help us
provide specialized services
(such as customer support,
email and text message
deployment, business
analytics, marketing, and
payment and data
processing)

To improve our Site, services,
customer service, and user
experience

Lumaverse; certain
authorized third party
vendors who help us
provide specialized services
(such as customer support,
email and text message
deployment, business
analytics, marketing, and
payment and data
processing)

times you return, or
other click-stream
or site usage data,
emails we send
that you open,
forward, or click
through to our Site

DISCLOSURE TO THIRD PARTIES
We do not display your contact information publicly on our site or disclose personally
identifiable information to third parties, except for when (1) we have your permission to make
the disclosure, (2) the disclosure is necessary for the purpose for which the information was
obtained, (3) a third party is assisting us to provide or manage the services or website, or (4)
where otherwise stated in this policy. We also may disclose information where permitted by
applicable law or when the disclosure is necessary, in our sole discretion, for the establishment
or maintenance of legal claims or legal compliance, to satisfy any law, regulation, subpoena or
government request, or in connection with litigation.
BUSINESS TRANSFERS
In the event we are acquired by or merged or consolidated into another entity, or if there is a
sale of our assets, your information may be transferred to the entity acquiring us or our assets
or the entity that survives the merger or consolidation. You acknowledge and agree that in the
foregoing circumstances, your information may be disclosed to such third party.
2.2 Cookie Policy and Email Address Policy:
COOKIES
A cookie is a small amount of data, which often includes an anonymous unique identifier, that is
sent to your browser from a web site's servers and stored on your computer's hard drive.
Cookies are required for our service. We use cookies to track and record user session
information. Some examples include keeping you logged into your account while keeping your
session secure, views of specific pages or modals, and the number of password reset requests.
We also use these cookies to serve you with advertisements that may be relevant to you and
your interests. The information may also be used for frequency capping purposes (e.g. to
ensure we do not display the same advertisement to you repeatedly) and to help us regulate
the advertisements you receive and measure their effectiveness.
WEB BEACONS
Additionally, emails we send may contain a bit of code known as a "web beacon." This code
allows us to understand the time and date of when a user has opened an email and when
he/she has utilized a link within the email to visit a website. Our web beacons do not collect

personally identifiable information and you may disable our web beacons. Please see your
email client for more information regarding disabling web beacons.
LOG FILES
Like many other web sites, the Company makes use of log files. The information inside the log
files includes internet protocol (IP) addresses, type of browser, Internet Service Provider (ISP),
date/time stamp, referring/exit pages, and number of clicks to analyze trends, administer the
site, track user's movement around the site, and gather demographic information.
You may request us to stop the collection of tracking information at any time by adjusting the
settings on your device, or contact us at support@lumaverse.com . Please note that disabling
these features may render some or all of our Products & Services unavailable.
When you register for an account with us, we may collect additional information automatically
from you. For example, when you choose to connect your e-mail account with our system, the
Company may collect additional information from you, including the content of your e-mail
messages, your contacts, and entries in any calendars associated with your e-mail account. IT IS
YOUR RESPONSIBILITY TO CONFIRM THAT YOU HAVE THE RIGHTS TO CONNECT YOUR E-MAIL
TO OUR SERVICES. BY CONNECTING A WORK E-MAIL TO OUR SYSTEM, YOU REPRESENT THAT
YOU HAVE OBTAINED ALL NECESSARY CONSENT FROM YOUR EMPLOYER AND THAT YOUR
EMPLOYER HAS READ AND CONSENTED TO OUR PRIVACY POLICY. You may choose not to
connect your e-mail account to our system, however, certain parts of our Products & Services
may not work.
4. YOUR CHOICES
You may have the opportunity to receive certain communications from us related to our
Services. If you provide us with your email address in order to receive communications, you can
opt out at any time by using the unsubscribe links at the bottom of our emails.
Please note that certain emails may be necessary to provide you with our Services. You will
continue to receive these emails, if appropriate, even if you unsubscribe from our optional
communications.
5. SECURITY
We take precautions, but cannot provide guarantees. We do our best to secure your data
through the programming of our services and the use of security measures that we deem
appropriate for the type of data provided. However, we cannot completely guarantee that no
part of our system or site will ever fail or be compromised. If you ever suspect that our site or
services has contributed to your personal information being compromised, please contact us at
support@lumaverse.com immediately so that we can investigate and try to resolve the
matter.
6. Children’s Privacy

Our Website is not directed to individuals under the age of 13, and we request that individuals
under 13 not provide personal data to the Company. We do not knowingly collect personal
information from persons under the age of thirteen (13) without verifiable parental consent. If
we learn that a child under the age of thirteen (13) has submitted personally identifiable
information online without parental consent, we will take all reasonable measures to delete
such information from our databases and to not use such information for any purpose (except
where necessary to protect the safety of the child or others as required or allowed by law). If
you become aware of any personally identifiable information we have collected from children
under thirteen (13), please contact us at support@lumaverse.com . If you are a member or
contact of one of our customers, you should review their privacy policy to determine their
privacy practices with respect to children’s data.
7. FOR CALIFORNIA VISITORS ONLY: YOUR CALIFORNIA PRIVACY RIGHTS.
California residents who provide personal information in obtaining products or services for
personal, family, or household use are entitled to request and obtain from us once a calendar
year information about the customer information we shared with third parties for their own
direct marketing purposes, including the categories of information and the names and
addresses of those businesses with which we have shared such information. As discussed
elsewhere in this Privacy Policy, we do not currently share the personal information of
California residents with third parties for their own direct marketing purposes. However, if you
have further questions about our privacy practices and compliance with California law, please
contact us as explained below.
If you are a California resident, the California Consumer Privacy Act provides you with the
following rights with respect to your personal information:
•The right to request to know the categories or specific pieces of personal information we have
collected, used, disclosed and sold about you. To submit a request to know, you may email us
at support@lumaverse.com .
•The right to request that we delete any personal information we have collected about you. To
submit a request for deletion, you may email us at support@lumaverse.com . You also may
designate an authorized agent to make a request for deletion on your behalf on our website on
This Link.
When you exercise these rights and submit a request to us, we will verify your identity by
asking you to log in to your account if you have one with us. Or if you do not, we may ask for
your email address and require additional verification. We also may use a third party
verification provider to verify your identity.
The fact that you have elected to exercise these rights will have no adverse effect on the price
and quality of our Services.
The Company does not and will not sell your personal information.
MINORS UNDER 18 IN CALIFORNIA

Minors under 18 years of age in California may have the Personal Information that they provide
to us through the Website deleted by sending an email requesting deletion to
support@lumaverse.com . Please note that, while we make reasonable efforts to comply with
such requests, deletion of your personal information does not ensure complete and
comprehensive removal of that data from all systems.
CALIFORNIA DO NOT TRACK DISCLOSURE
Some Internet browsers include the ability to transmit “Do Not Track” signals, which is a privacy
preference that users can set in some web browsers, allowing users opt out of tracking by
websites and online services. Since uniform standards for “Do Not Track” signals have not been
adopted, Lumaverse does not process or respond to “Do Not Track” signals.
8. PRIVACY INFORMATION FOR VISITORS FROM THE EU
If you are in the European Union (EU), you have certain rights in relation to your personal
information under the EU’s General Data Protection Regulation 2016/679 (GDPR) and other
applicable European data privacy laws.
The Company is the controller of personal data submitted by you or otherwise collected when
you use the Site and Services. Please note, however, that the Company is not the controller of
third-party data you may submit to our Service. We process such information within the Service
solely in the processor’s role and, depending on the scope of your activity, you may be the data
controller.
Rights to Control Your Personal Information
You have certain rights with regard to your personal information under the European data
privacy laws. If you would like to request a copy of your personal information being held by us,
request that your personal information is deleted, request to update and/or correct your
personal information, or request that we provide a copy of your personal information to
another data controller, please contact us. We will aim to respond to your request within one
calendar month of receipt of your request. Where we are unable to do so within the calendar
month, we will notify you of the soonest practicable time within which we can respond to your
request (and within three months from the date of your request). There are certain exemptions
and restrictions of these rights under the European data privacy laws that enable personal
information to be retained, processed or withheld from access and we will inform you of these
restrictions if they apply.
We use your Personal Information for the following key purposes, as described above in the
Privacy Policy:
• to contact you;
• for legal purposes;
• for our legitimate interests and those of a third party; and
• for our business purposes.

INTERNATIONAL TRANSFERS
Your personal information will be processed in the US (which may have less stringent data
privacy laws compared to those in your country of residence) and we also transfer your
personal information to the recipients described in this Privacy Policy. Where this occurs, you
acknowledge and where required, consent to such transfer in accordance with this Privacy
Policy.
SHARING YOUR PERSONAL INFORMATION
We share your personal information with third parties to help us use your personal
information, as described in the Privacy Policy.
TRACKING TOOLS (“COOKIES”)
We use cookies as described in our Privacy Policy. You may choose to block or delete cookies,
but doing so may cause certain features of our Site to not operate correctly.
CONTACT US
You may access, download, change, or modify your personal information by contacting us. You
may also exercise your right to prevent us from sharing your personal information at any time
by contacting us as described below under the Contact Us section.
9. EXTERNAL LINKS
Our Products and Services may include links to and from the websites of our partner networks
and affiliates. If you follow a link to any of these websites, please note that these websites have
their own privacy policies and that we do not accept any responsibility or liability for such
privacy policies. Please check the privacy policies applicable to any other website you access via
the Website before you submit any personal information to such other website.
10. TRANSFER OF YOUR INFORMATION; PRIVACY SHIELD
The Products & Services are provided from the United States. If you are located anywhere
outside of the United States, please be aware that information we collect, including, Personal
Information, may be transferred to, processed and stored in the United States or other
countries in accordance with this privacy policy. Where the data transfer route is no longer
available, an appropriate alternative will be put in place. The data protection and other
applicable laws of the United States or other countries may not be as comprehensive as those
laws or regulations in your country or may otherwise differ from the data protection or
consumer protection laws in your country. Your information may be available to government
authorities under lawful orders and law applicable in such jurisdictions. By using the Products &
Services and/or providing personal information to us, you consent to transfer of your
information to our facilities as described in this Privacy Policy.
Please be informed though that the Company and its controlled subsidiaries do adhere to the
principles of the EU-U.S. and Swiss-U.S. Privacy Shield Framework as set forth by the U.S.
Department of Commerce regarding the collection, use, and retention of personal information
transferred from the European Union or Switzerland to the United States. Therefore, you can

feel free to legally transfer processed personal data to our systems. Shall you have any privacy
related complaints or suggestions, please contact us at: support@lumaverse.com or at our
business address. As a Privacy Shield Framework Participant, we are also subject to the
investigatory and enforcement powers of the US Federal Trade Commission (FTC) and – owing
to our Privacy Shield participation – you may also file a complaint to your local data protection
authority or – in rare cases when if we could not resolve you complaint – you can invoke
binding arbitration. For more information please visit www.privacyshield.gov
11. CHANGES TO OUR PRIVACY POLICY
The Company will occasionally update this Privacy Policy to reflect company and customer
feedback. The Company encourages you to periodically review this Statement to be informed of
how The Company is protecting your information.
12. CONTACT US
If any of the items above are unclear or you have further questions, or if you would like to
request a copy of this Privacy Policy in a different format, please contact us at
support@lumaverse.com .
POSTAL ADDRESS
Lumaverse Technologies
8008 Corporate Center Drive #410
Charlotte, NC 28226

